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Introduction

This function allow merchants to use a double layer encryption :

® The whole traffic is encrypted through the SSL tunnel ;
® The card object is encrypted inside the message.

Please contact our sales team to access this feature.

Encryption step

The processing takes place in 3 steps:
1. The merchant requests parameters to generate the encryption key.

2. The merchant encrypts the sensitive data on his server.
3. The merchant calls the Payline web services with the encrypted data.

How to integrate

To start this step, you must have a merchant and a merchant access key.
You must integrate Payline web services and know RSA data encryption :

® getEncryptionKey : allows you to retrieve the encryption settings to encrypt your
message.

Step 1 : Call the get Encr ypt i onKey to obtain the key.

Merchant calls the getEncryptionKey service on the usual endpoint.
This service can be called multiple times if needed (for instance multiple place to store the
public key).
The parameters are the version and merchantkKeyName. It must be set to 32.
You must integrate the Payline web services:
® The merchant performs a getEncryptionKey : retrieves the encryption parameters.
® The merchant retrieves the encryption parameters and the key.keyld from
getEncryptionKey.

These data must be stored by the merchant in order to encrypt further messages.

If the merchantKeyName don't respect the format, you will receive the following error :
02204 - ERROR

Process for the call response with multiple keys (version 32)


https://docs.monext.fr/display/DT/Webservice+-+getEncryptionKeyRequest
https://docs.monext.fr/display/DT/Webservice+-+getEncryptionKeyRequest
https://docs.monext.fr/display/DT/Webservice+-+getEncryptionKeyRequest

If keypair named with the "merchantKeyName" filled in, does not exist /OR/ keypair named
with the "merchantKeyName" filled in exists and dateKeyPair > 60 :

® Generate new key pair named "merchantkKeyName" and return a new public key
If keypair named with the "merchantKeyName" filled in exists and dateKeyPair < 60 :

® Return current public key

This service returns the key details:

RSA public key details (alogorithm, size, exponent, ...);
Key expiration date;

Key ID.

merchantKeyName;

These data must be stored by the merchant in order to encrypt further messages.

Step 2 : Encrypt the card data with the public key

Having data from step 1, merchant can instantiate a key using details provided by the
getEncryptionKey service.
The merchant can then encrypt the message with the sensitive data.

The encryption function must :

® generate a public key with the parameters retrieved from the
getEncryptionKeyReply : algo, modulus, exponent ;

® build the public key with the parameters: modulus and publicExponent ;

® build the Cipher is returned by the getEncryptionKeyReponse service ;

® encrypt the message with the following parameters: the message formatted with
the sensitive data, the Cipher and the PublicKey.

cardDat aToEncrypt = " Car dNunber =497010000000006,
ExpDat e=0220, CVX=123, Oaner Bi rt hDat e=07071977,
Passwor d=Payl i ne, Car dhol der =John Doe"

® encode the message in base64.

0 If any data is not available, then it shall be absent in the string. For instance, if only the
card and the expiration date are available :

cardDat aToEncrypt = " Car dNunber =497010000000006,
ExpDat e=0220"

Then merchant can encrypt the cardDataToEncrypt using the publicKey. Before sending
this data in any payment or authentication service, it has to be converted in base 64.

encrypt edDat a = BASE64. encodeBase64( RSA. encr ypt
(publi cKey, car dDat aToEncrypt))

Step 3 : Calls the Payline web services with the
encrypted data.

Merchant can send encr ypt edDat a in web services message instead of clear data.
One very important element is the key ID : Monext will uncrypt data with the private key
associated to this key ID.

Check the getEncryptionKey service to list the services using the encrypted message.

Here is an exemple of the car d object in messages with the encr ypt edDat a.

Clear card data


https://docs.monext.fr/display/DT/Webservice+-+getEncryptionKeyResponse
https://docs.monext.fr/display/DT/Webservice+-+getEncryptionKeyRequest
https://docs.monext.fr/display/DT/Object+-+card

Example encryption function

<ns2: card>
<numnber >497993XXXXXX9978</ nunber >
<type>VI SA</ type>
<expi rationDat e>1019</ expi r at i onDat e>

<cvx Xxsi:nil="true" xm ns:xsi="http://ww. w3.org/2001
/ XM_Schen®- i nst ance"/ >
<owner Bi rt hdayDate xsi:nil="true" xm ns:xsi="http://ww. w3.
or g/ 2001/ XM_Schema- i nst ance"/ >
<password xsi:nil="true" xm ns:xsi="http://ww.w3.org/ 2001
/ XM_Schena- i nst ance"/ >
<cardPresent xsi:nil="true" xm ns:xsi="http://ww. w3. org/ 2001

/ XMLSchena- i nst ance"/ >
</ ns2: card>

Encrypted card data

Example encryption function

<ns9: card>
<ns8: encrypti onKeyl d>1012</ ns8: encrypti onKeyl d>
<ns8:
encr ypt edDat a>FXcVGE.ah8BVJ9yKM OqUOs Qbgd2i GCkXj eBr Jgb5f sMar TdUy Ub
uJsZZnnCHf pFbr bOhaTk Cok@BDFdvpl wx2
/ Qavg UuUni 17RHTpm k4HYaOx+uW JYU2H2er 37Wi9zHgY3DdRDe 71 04i 4xOx1TLu
DexvEyNqpoSRr u/ +i kl ai dDj V741 ex2KESoJLu29zVCnoM Gi YLOLR
/ WhU3UBowsi Bj 5y0BL8UnI pn8s SS9Rw
/53q71 Pp7WCFdNXzt Xq3GXBy HOWhOi ay KZ1uYLQXwy 3i | SLLgmMAIWXTGLj i n3gbn
i El 4Kyf hbzBnFSMU5XRdZy YO02+yLaKPUWOpQnLxr hdw==</ ns8: encr ypt edDat a>
<ns8: nunber xsi:nil="true" xm ns:xsi="http://ww.w3. org/ 2001
/ XM_Schen®- i nst ance"/ >
<ns8: type>Vl SA</ ns8: type>

<ns8:expirationDate xsi:nil="true" xm ns:xsi="http://ww. w3.
or g/ 2001/ XM_Schena- i nst ance"/ >

<ns8:cvx xsi:nil="true" xm ns:xsi="http://ww.w3. org/ 2001
/ XMLSchema- i nst ance"/ >

<ns8: owner Bi rt hdayDate xsi:nil="true" xm ns:xsi="http://ww.
w3. or g/ 2001/ XM_Schena- i nst ance"/ >

<ns8: password xsi:nil="true" xm ns:xsi="http://ww.w3.o0rg
/ 2001/ XM_Schema- i nst ance"/ >

<ns8: cardPresent xsi:nil="true" xnl ns:xsi="http://ww. w3.org
/ 2001/ XM_Schera- i nst ance"/ >

<ns8: cardhol der xsi:nil="true" xm ns:xsi="http://ww.w3.org

/ 2001/ XM_Schema- i nst ance"/ >
<ns8:token xsi:nil="true" xm ns:xsi="http://ww.w3.org/ 2001
/ XM_Schena- i nst ance"/ >
<ns8: paynment Data xsi:nil="true" xnl ns:xsi="http://ww. w3.o0rg
/ 2001/ XM_Schema- i nst ance"/ >
</ ns9: card>

List of Key/Value accepted

The following keys are accepted in the encrypted data:
CardNumber card.number 497010000000006
ExpDate card.expirationDate 0220

CVX card.cvx 123



OwnerBirthDate | card.ownerBirthdayDate 31121980

Password card.password Payline01$
Cardholder card.cardholder Jeremy Mattio
Key renewal

A key is valid for 90 days. A new key will be issued 30 days before the previous key
expiration. During this period both keys are valid and usable.

A merchant has 30 days to change the key in its systems before the old key become
unusable.

A good practice is to call the get Encr ypt i onKey everyday, and to start the renew
process as soon as a new key ID is received by the merchant

In order to prevent misuse and not to saturate the database, the system refuses a
generation of a new key, if there are more than 100 active keys simultaneously.

So, at each key draw, the system looks for the number of active key pairs (whose life date
is <= 90 days) by taking the unique name of the key (disctinct merchantKeyName) .

If a merchant has more than 100 active keys at the same time, the system rejects a new
key issue with code 02203 - ERROR.

Security

The key is unique per merchant.

The current key specification are :
® Algorithm : RSA

® Key size : 2048
® Cipher : RSA/ECB/OAEPWIithSHA-256AndMGF1Padding

Code example

Encryption function code example used by merchant to encrypt the message.



Example encryption function

public void get RSAEncodedMessage() throws Exception{

String nessage = "CardNunmber =497010000000006, ExpDat e=0220,
CVX=123, Omner Bi rt hDat e=, Passwor d=Payl i nel, Car dhol der =Al ai n
Dur and";

String ci pherName = " RSA/ ECB/ QAEPW t hSHA- 256 AndMGF1Paddi ng" ;

Ci pher cipher = G pher. getlnstance(ci pher Nane);

String algo = "RSA";

String nmodulus =
" ACLndl ya3+Vi AuP07V1Ky+YRuZK6zsMJsVI PP3xhFCS1CSIb9oBLnmMzk MVASANOT
Q7Br ELUNbY1+9VT30ah1NOmX0Bz| BqES5soj V+Ckaf F+Lt | nt pFiwUhguXl cFOXcBL
CEC MA4gBgHIM VXnF626MLSEW 2++WWFgPTt Hdn4B7eORM/WjFr 6uKBDq1ghdP8
iziiAn
/ YPPp5CObgxuabW PAZvRVDgf | NLYCOZBOS5Lj ZXVDvkLaYy244i YOt nVWwha7WYi 2|
J7NOWK6gp DXD1Woh42AQuy VQX9i
/ mBoQg H8i qdRZGBFuaoHkBt ON9zhz+ZyuBAwb+z NZVWBDvnp6VOE=" ;

String publicExponent = "AQAB";

final KeyFactory fact = KeyFactory. getlnstance(al go);

Publ i cKey publicKey = fact.generatePublic(new
RSAPubl i cKeySpec( new Bi gl nt eger (Base64. decodeBase64( nodul us.
getBytes())), new Biglnteger(Base64. decodeBase64( publ i cExponent .
getBytes()))));

Systemout. println("Message encoded : " + Base64.
encodeBase64St ri ng(encrypt (ci pher, publicKey, nessage)));
}

public static byte[] encrypt(C pher cipher, Key key, String
nmessage) throws Exception {

ci pher.init(C pher. ENCRYPT_MODE, key);

return cipher. doFi nal (nessage. getBytes());
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